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Configuring SQL Server Express for Remote Database Access "7 WATER SERVICES

Introduction

Diver-Office Network is capable of connecting to a SQL Server database located on a different computer or server in a
Windows networking environment. The database can be located on a central server and then accessed remotely from
client computers using Diver-Office Network (Diagram A). Alternatively, the database may exist locally on a computer
with Diver-Office Network, and then also accessed remotely from client computers using Diver-Office Network

(Diagram B).
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Before attempting to configure Diver-Office Network, please consider the following:

o Diver-Office Network operates using a fixed data structure and therefore can only connect to Diver-Office
databases.

e Diver-Office Network must be installed on the host machine/server, along with SOL Server Express 2005, in
order to create the database. The host database cannot be created remotely from a client computer.

o Before a client computer can connect to a remote database, the host computer must be manually
configured for remote database access.

This document describes the steps for configuring the various SQL server and security options necessary for remote
database access (item three in the list above). These steps must be performed on the host machine, /e, the computer
on which the database is to be stored, afzer Diver-Office and SQL Server Express 2005 have been successfully
installed. This guide assumes that your Windows network has already been established. It is recommended that you
start with the first section of this guide and then proceed sequentially through each topic.
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Installing SQL Server Management Studio Express

SQL Server Management Studio Express (SSMSE) must be installed on the host computer in order to configure the
necessary SQL Server settings for allowing remote database connections. This software is available on the Diver-
Office Network installation CD, or can be downloaded free-of-charge from Microsoft's website. To install SSMEE from
the installation CD, follow the steps below:

1. On the host computer, insert the Diver-Office Network installation CD into your CD-ROM drive.

2. Right-click on the Start button in your task bar, and select Explore from the pop-up menu.

3. In Windows Explorer, select the CD-ROM drive, and then navigate to the following folder:
E\Prerequisites\Microsoft SQL Server 2005 Management Studio Express (x32)

4. Double click the SQLServer2005_SSMSEE.msi file to launch the installation.

5. Follow the onscreen instructions to install the software. Once installed, you may proceed to the next section in
this guide.

Configuring the DIVEROFFICE Instance for Remote Database Access

To configure the Diver-Office instance, follow the steps below.

1. Onthe host computer, run SQL Server Management Studio Express by clicking Start > Programs > Microsoft
SQL 2005 > SOL Server Management Studio Express.

2. The Connect to Server dialog box will appear on your screen:

Mconnecttoserer x
Microsoft /4 Windows Server System
SQL Server 2005
Server type: IDatabase Engine j
Server name: CEOGDO 0
Authentication: IWindows Authentication j

User name: |NAMACEagdon =l

Fagsword: I

I™ | Bemember password

Connect I Cancel | Help Options »>

3. Ensure the following information is specified for each field, and then click the [Connect] button.
Server type: Database Engine

Server name: [The Host Computer Name\DIVEROFFICE
Authentication: Windows Authentication

Schlumberger Water Services | 460 Phillip St., Ste. 101, Waterloo, On N2L 5J2 | Phone: +1 (519) 746-1798 | Fax: + 1 (519) 885-5262

www.swstechnology.com | sws-diver@slb.com

Diver-Office Quick-Reference Guide, Page 2, Rev. 12/10/2008




Diver-Office Network ¥ Schlumberger

Configuring SQL Server Express for Remote Database Access "7 WATER SERVICES

4. The main SAQL Server Management Studio Express window will appear on your screen. In the Object
Explorer pane, right-click on the root of the tree view, and select Properties from the pop-up menu.

e .0, 2047 - MAM| CEogdon]
[ Databy Connect...
3 Seauri Discannect
[ Serve| r—
(3 Replic i
[ Mana MNew Query
Start
Stop
Pause
Resume
Restart
Reports »
Bafeash,
| Properties I

5. The Server Properties window will appear on your screen. Under the Select a Page pane, select Security.

E server Propetties - CBOGDON-WAT',DIVERDFFICE

A General
12 Memory
— Server authentication
[ |5 Security
Bl P e  Windows Authentication mode

& Database Settings
A Advanced
|5 Parmissions

i+ SOL Server and YWindows Authentication mode I

Login auditing
© Mane
@ Failed loginz anly
 Successul loging only

" Buoth failed and succesziul loging

To the right, under Server authentication, select the SQL Server and Windows Authentication mode
option.

6. Under the Select a page pane, select Connections. To the right, under Remote server connections ensure
that the Allow remote connections to this server option is checked.

Remate server connections

I [V Allow remaote connections to this server I

Remote query timeout (in secondz, 0 = no imeout]:

£00

[~ Require distibuted transactions for server-to-server communication

7. Click the [0K] button to the close the Server Properties window. An information message may appear on your
screen indicating that the changes will only take effect once the SQL Server is restarted. Click the [0k] button.
We will restart the SQL Server later.
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Creating a SQL Server Login

Because Microsoft SQL Express only allows remote database access using SQL Server Authentication, you must create
at least one SQL Server login account which will be used by the client computer to login into the remote Diver-Office
database. If you wish to have multiple users connect to the database concurrently, you must create a login account for
each remote user. To create a SQL Server login account, follow the steps below:

1. SQL Server Management Studio Express should still be opened from the previous step in this guide. In the Object
Explorer pane, expand the Security folder, right-click on the Logins folder, and select New Login... from the
pop-up menu.

BUeTE

=l | CBOGDON-WATIDIVEROFFICE (SQL Server 9.0.2047 - MAM|CBogdon)
[ Databases
[=) [ Security
=]

ot |

Cr
= Filcer »

[ Server
[ Replicati Reports 4
[ Manager

Refrash

2. The Login — New window will appear on your screen. In the right side of the window, specify the settings listed
below:

Lagin name: IEBngdnn Search... | I

 windows authertication

& SOL Server authertication

Pagswaord: I--"

Canfirm passward: Ioooo

i |

I Entorze passwiord expiration

™| Wser must change password|at next login

Login Name: Specify a name for the SQL Login account.

SQL Server Authentication: Select this option and then specify a password for the account.

Enforce Password Policy: This setting is optional. However, if left selected, the assigned password may
expire at a certain point, and the user may be prompted to change the account password on occasion. Use at your
own discretion.
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3. With the Login — New window still open, select User Mapping from the Select a Page pane.

In the right side of the window, select the check box beside “DIVEROFFICE” under the Map column.

Idzerz mapped ta thiz login:

MaE | Database | U;El | Default Schema

e —
| DIVEROFFICE _[l

master

rnadel
risdb
tempdb

1#1{?

The next step involves assigning the SAL Login account role memberships for the Diver-Office database. In the
area below, select the appropriate role memberships. Remote access to a Diver-Office database requires at /east
db_datareader and db_datawriter.

[Database role membership for: DIYERDFFICE

[ db_acceszsadmin
[ 1 db_backypoperator
[w] db_datareader

[w] db_datariter

T db_ddladmin

[ db_dermdatareader
[ db_dermdatawriter
[] db_owner

[ db_securityadmin

Sobic

—

4. Click the [Ok] button to close the Login — New window. Repeat the steps described in this section to add
additional SQL Login accounts.
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Configuring the SQL Server Surface Area

This step involves configuring the SQL Server surface area settings to allow for remote connections using TCP/IP. By
default, the surface area settings are configured for local connections only.

1. Runthe SQL Surface Area Configuration tool by selecting Start > Programs > Microsoft SQL Server 2005 >
Configuration Tools > SQL Server Surface Area Configuration.

2. The SQL Server Surface Area Configuration window will appear on your screen. At the bottom of the
window, select the Surface Area Configuration for Services and Connections option.

@  Read more sbout configuring the SOL Server sutace arsa

Configure Surface Area for localhost jchange computer
pre
ﬁ Surface Area Configuration for Services and Connections

% Surface Area Configuration for Features

3. The Surface Area Configuration for Services and Connections window will appear on your screen. Under
the DIVEROFFICE instance, and under the Database Engine node, select Remote Connections.

To the right, select the Local and remote connections option, and ensure that Using TCP/IP only is selected.

= [ DIVEROFFICE By default, SOL Server 2005 Express, Evaluation, and Developer editions allow local
=l [ Database Engine client connections only. Enterprise, Standard. and Warkaroup editions also listen for
; remate client connections over TCP/IP. Use the options below ta change the pratocols

- on which SOL Server listens for incoming client connections. TCP/IP is prefemed over
__ * Remote Connections named pipes because it requires fewer ports to be opened across the firewall
6}

" Local connections orly
A LR

¢ Local and remote connections
&+ Using TCP/P only
" Using named pipes only
= Using both TCP/IP and named pipss

‘Wiew by Instance I View by Component I

4. Click the [0K] button the save the options, and close the surface area configuration window. An information
message may appear on your screen indicating that the changes will not take effect until the Database Engine
service is restarted. Click the [0k] button.
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SQL Server Services and Network Configuration

The next step involves configuring various settings that control the SQL Server services and the network protocols for
the DIVEROFFICE instance. Follow the steps below.

1. Runthe SQL Server Configuration Manager tool by selecting Start > Programs > Microsoft SQL Server
2005 > Configuration Tools > SQL Server Configuration Manager

2. The SQL Server Configuration Manager window will appear on your screen. Expand the SQL Server 2005
Network Configuration node, and select Protocols for DIVEROFFICE.

{{ SQL Server Configuration Manager ;IEIEI

File  Action VWiew Help

€5 EB|E R

@ S0L Server Configuration Manager {Local) Prokocal Marme I Skakus |
- i " Shared Memory Enabled

= S0L Server 2005 Metwork Configuration W Mamed Pipes
e Protocals For DIVEROFFICE
BT 5p, Sl Mate Client Conmguraton VI Disatle

Make sure that for TCP/IP the status is set to Enabled. If not, right-click on Disabled, and select Enable from the
pop-up menu.

3. Inthe left pane, select the SAL Server 2005 Services node. On the right side, right-click on SQL Server
Browser, and select Properties.
=101

File  Action View Help

<=->\i|l‘@|@\®®®@

Stark Mode

skem, .. MT AUTHOH
Running Automatic MNT AUTHOR

e Mliguration Ehscl s At
EF Protocols fnr’ DIVEROFFICE Stop
% SQL Mative Client Configuration Pause
Resume
Restart

|Opens the properties dialog box for the current selection. Help I | |

4. The SQL Server (DIVEROFFICE) Properties dialog will appear on your screen. Click the Service tab, and then
set the start mode to Automatic. This will ensure that the service is started every time your computer is booted.

5QL Server (DIVEROFFICE) Properties 7| x]
Logon  Service |Advanced |
El General
Binary Path "C:|Program Files|Microsoft SCL Se
Error Cantrol 1
Exit Code 0
Host Mame CEOGDON-WAT
Mame SQL Server (DIVEROFFICE)
Process ID 2484

SOL Service Type
Aukamatic
State
Disabled
Manual

Start Mode
The start made of this service.

[l I Cancel Apply Help
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Configuring Windows Firewall

To configure Windows Firewall for remote SQL Server access, follow the steps below. Please note, this step is not
necessary if you have Windows Firewall completely disabled.

1. From your Window's task bar, select Start > Run. In the Run dialog, type firewall.cpl, and then click the [0k]

button.

o 2%

= Type the name of & program, Folder, document, ar
o Internet resource, and Windows will open it for you,

Cpen; I firewall.cpl j

oK I Cancel | Erowsa...l

2. The Windows Firewall dialog box will appear on your screen. Click the Exceptions tab, and then click the
[Add Program...] button.

= windows Firewall x|

Generl Exceptions | kavanced |

sufindaws Firewal is blocking incoming network cannections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increass pour security risk.

Programs and Services:

T F‘ EU] j

(TCP 8081)

(TCP 8082)

(TCP a1

(TCP 8443)

[TCP 8444)

ActiveSync Application

[ ActiveSyne Cannection Manager

[ ActiveSyrc RAP| Manager

IW =l

Add Program. . Add Port... Edit. Delete I

IV Display a rotification when Windows Firewall blocks & program

‘what are the risks of allowing exceptions?

Cancel

3. The Add a Program dialog box will appear on your screen. Click the [Browse] button.

Add a Program x|

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed

Programs:

iAdUbe Frametdaker 7.1 j

ﬁApphcalmn demo

@ CCTray

%’ Connected DataPratector
M FreeCel

' Hearts

@ Home Selector

m HP Radia Software Manager
l@ HTHL Help Image E ditor
[ HTML Help ‘workshop

& Hydro-Pocket Admin

=l

Path: ID:\F‘roglam Files\&dabe'\Framehaker?. 14Fr. Browse.

Change scope. Cancel
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4. Inthe Browse dialog that opens, locate the following file: SQLServr.exe. This file is typically located in the
following directory:

C:\Program Files\Microsoft SQL ServeNMSSQL. \MSSQL\Binn

If the file cannot be found in this directory, use Windows search to determine the location of the file. Once the
file is found, select it, and then click the [Open] button.

The file should now be listed in Programs list in the Add a Program dialog.

Add a Program |

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to search for one that is not listed.

Programs:

&) spider Solitaire ;I
&2 50L Plus

5] SEL Server Enor and Usage Reporting

Lﬂ% SOL Server Management Studio Express

S A Serrer ST e ot
T

H Total Commander 32 J
9 Uninstal
@ Uristal
2 Uninstall Aspel 0.50-3 =

Path: IE:\F‘rogram Filez"Microsoft SAL ServerMSS0 Brawse. . I

Change scope... | ak. I Cancel |

5. Ensure the program is selected in the list, and then click the [0k] button. The program will then be added to the
list of firewall exceptions.

6. Repeat the previous steps, however this time add the following file: SQLBrowser.exe. This file is typically
located in the following directory:

C:\Program Files\Microsoft SQL Server\90\Shared

7. Click the [0K] button to close the Add a Program dialog box, and then click the [0K] button to close the
Windows Firewall window.

8. Finally, reboot the host computer to complete the configuration process.
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Contacting Schlumberger Water Services

If you would like to contact us with comments or suggestions, you can reach us at:

Waterloo Office Delft Office
460 Phillip Street - Suite 101 Delftechpark 20, Postbus 553
Waterloo, Ontario, CANADA, N2L 5J2 2600 AN Delft, The Netherlands
Phone: +1 (519) 746-1798 Phone: +31 (15) 275 5000
Fax:  +1(519) 885-5262 Fax:  +31(15) 2755055

General Inquiries: sws-diver@slb.com
Web: www.swstechnology.com, www.water.slb.com
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